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Abstract

Essential service organizations are interested in approaches to assess and build infrastructure resilience to ensure an unin-
terrupted supply of services, such as electricity or water. This study applied a sensemaking approach to assess the nature of
social resilience in a national essential service organization in South Africa. It used the SenseMaker tool to collect and surface
patterns from a set of micro-narratives collected in response to a national emergency simulation exercise. Findings show that
participants utilized specified resilience resources, such as procedures and protocols, while general social resilience resources,
such as social network integration and agency, which would have contributed to the response, did not feature significantly.
Participants’ sense of coherence—how they comprehend, manage, and find meaning amidst life’s challenges—had a posi-
tive bearing on preparedness, involvement, and expectation of outcome in the context of the emergency simulation exercise
and appear to be the organization’s strongest social resilience resource. This study suggests that a sense of coherence can
inform resilience-building interventions, and be used as a measure of effective sensemaking towards more resilient outcomes.

Keywords Critical infrastructure resilience - General social resilience - Sensemaking - Sense of coherence - Resilience

capacities - Emergency exercise

1 Introduction

This article describes a resilience assessment performed
in the critical infrastructure sector to determine the rela-
tive composition of specified and general social resilience
utilized in response to a specific disruption. The assess-
ment took place in a national electrical utility and utilized a
narrative-based sensemaking approach following a national
emergency exercise that simulated cascading failure leading
to a national blackout. Specified and general resilience offer
complimentary, but sometimes contradictory capabilities,
which contribute to response-ability in different contexts.
If organizations can establish the relative composition of
resilience resources drawn upon in a specific context, they
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might be able to evaluate resource use and latent capaci-
ties across the community of responders. This insight may
be useful to enhance an organization’s resilience repertoire
through establishing greater levels of ambidexterity (Van
der Merwe 2019).

Resilience is needed to sustain essential service delivery,
as complex interdependent critical infrastructure systems are
prone to disruption and surprise which tend to erode and
disrupt the functioning of these systems (Woods 2012; Dunn
et al. 2017). Given the many formulations for resilience, we
here define it as the ability to sustain core functions amidst
disruption and change and envisage it as an emergent prop-
erty of complex adaptive systems (Folke et al. 2010; Biggs
et al. 2012). The electrical power systems, like all critical
infrastructure systems, are complex adaptive systems (Jack-
son 2010; Johnson and Gheorghe 2013; Kelly 2015). Differ-
ent infrastructure systems are dependent on and connected
to one another resulting in critical infrastructure interde-
pendency (Bloomfield et al. 2017; Furuta and Kanno 2018).
Furthermore, critical infrastructure systems are embedded
in social, ecological, and economic systems which are all
complex adaptive systems (Van der Merwe et al. 2018).
These implications necessitate an explicit incorporation of
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complexity thinking towards achieving critical infrastructure
resilience objectives.

Resilience scholars highlight the need to assess and build
two different types of resilience, being specified and gen-
eral resilience, to withstand predictable and unpredictable
disruption (Walker et al. 2009; Resilience Alliance 2010).
Specified resilience aims to ensure that an identified set of
components of a system may be able to withstand identi-
fied (known) threats, for example, that a particular bridge
needs to withstand one-in-one-hundred-year flood events,
or that specific time-critical business processes need busi-
ness continuity to cope with the unavailability of specific
human resources (BCI 2010). In contrast, general resilience
establishes systems-level flexibility to enhance coping
capacity amidst unpredictable (even unknowable) threats
and surprises (Carpenter et al. 2001; Folke et al. 2010).
Furthermore, both types of resilience are necessary, and an
exclusive focus on building one is likely to erode the other
(Resilience Alliance 2010).

Essential services are produced by complex adaptive
socio-technical systems that consist of critical infrastructure
embedded within specific social-cultural-organizational
arrangements (Varga 2015; Van der Merwe et al. 2018;
Thomas et al. 2019). The socio-technical systems’ propen-
sity for resilience should be assessed and enhanced to sup-
port continuous operations in the face of disruption, and
speedy restoration of essential services following disrup-
tion (Zolli and Healy 2012; Folke 2016; Linkov and Trump
2019). Resilient technical infrastructure is not enough to
sustain service delivery in the face of extreme events, as
the social resilience of these human and institutional pro-
cesses is likewise a precondition (Omer et al. 2014; Thomas
et al. 2019). Technical resilience is well studied, but more
research is required to assess and enhance social resilience
within essential service organizations, such as among the
employees in an electrical utility, as is the focus of this study.

In this study, a sensemaking approach is used to assess
collective social resilience owing to its ability to uncover
patterns in people’s perceptions within their socio-cultural
contexts, including high-pressure environments (Milne
2015; Cognitive Edge 2017). Sensemaking is an ongoing
action-oriented cycle of acquisition and reflection that peo-
ple go through to integrate experiences into their understand-
ing of the world, and which furthermore informs their action
(Kolko 2010; Maitlis et al. 2013). Naturalistic sensemaking
studies use self-signified narratives to reveal how people
make sense of experiences in their natural contexts (Kurtz
and Snowden 2007; Snowden 2011). In any given situation,
individuals have access to an array of resilience resources
to draw upon. Which resources they use is influenced by
their sensemaking, i.e., interpretation and understanding of
the context and mindfulness of a desired outcome. Probing
the way in which individuals, and organizations as a whole,
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respond under pressure can uncover the interpretations
they make in individual or collective sensemaking, which
can reveal prevalent mind-sets that inform action. Insights
from such an assessment can be used to enhance resilience
through ensuring the group has access, in their collective
culture, to a balanced repertoire of specified and general
resilience resources.

The aim of this article is to assess the composition of
specified and general social resilience within an essen-
tial service organization using a naturalistic sensemaking
approach. This is done using the SenseMaker tool, a soft-
ware solution developed by Cognitive Edge, that analyzes
patterns across many micro-narratives for research, monitor-
ing, or decision support (Cognitive Edge 2018). The case
study focuses on a large, national, and vertically integrated
electricity utility, which generates 95% of the power con-
sumed in South Africa (Eskom 2016). The resilience assess-
ment was based on participants’ reflections on a countrywide
emergency exercise that simulated an extreme event with
complex interdependent failures. A sensemaking approach
was used to reveal how employees in the organization made
sense of the emergency situation and its multi-layered dis-
ruptive implications. The assessment informed intervention
strategies to increase resilience and improve organizational
response to disruption. The specific objectives of the study
were to determine:

1. The extent to which participants utilized general versus
specified social resilience resources in dealing with the
emergency situation.

2. The effect of participants’ sense of coherence
(Antonovsky 1987a) on individual responses. The role
of sense of coherence in sensemaking is discussed in the
next section.

Before describing the method and indicators employed
in the study, alternative perspectives on resilience are intro-
duced, with an emphasis on social resilience, and factors
that influence sensemaking and contribute to specified and
general social resilience. An understanding of these factors
was used to design the SenseMaker survey instrument used
in this study.

2 Alternative perspectives on resilience

2.1 Complicated and complex approaches
toresilience

While the presence of complexity is widely acknowledged in
the ontology of critical infrastructure resilience (Seager et al.
2017; Collier et al. 2018; Kete et al. 2018; Mian et al. 2018;
Keele and Coenen 2019), it is rare to find the precautionary
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implications of complexity thinking coherently applied
to the epistemology and methodology of these problems
(Kupers and Foden 2017; Pearson et al. 2018). While Kupers
and Foden (2017) hold that resilience engineering concepts
are firmly established in complexity thinking, they observe
that the resilience engineering discipline is not yet close to
mainstream in engineering schools globally. Complicated
problems are well suited to Newtonian and reductionist
approaches, like those employed by classic engineering
that builds robustness to dynamic stresses. Yet, Poli (2013)
explain that complicated and complex problems are different
in type, not different by degree. Poli (2013), furthermore,
provided a golden rule to distinguish between these problem
contexts: complicated problem causes can be individually
distinguished, while complex problems result from networks
of interacting and vague causes; complicated problems can
be solved piece by piece, while complex problems must be
addressed for entire systems, not in a piecemeal fashion; in
complicated systems, input results in a proportionate out-
put, while small input in complex problems may result in
disproportionate and non-linear effects; complicated prob-
lems admit permanent solutions, while complex problems
cannot be solved once and for all—interventions typically
merge into new problems as a result of the interventions
undertaken to deal with them; and, unlike complex prob-
lems, complicated systems can be controlled, although com-
plex systems is susceptible to influence (Poli 2013). For this
reason, a complexity philosophy entails holism, uncertainty,
and subjectivity (Heylighen et al. 2007; Cilliers 2016). New-
tonian reductionism has proven very useful to accomplish
the technological breakthroughs and levels of technologi-
cal sophistication in modern society, but it is insufficient
to address the intractable complex problems that remain
(Dekker et al. 2011; Rogers et al. 2013). Key implications
of complex adaptive systems are that they are relationally
constituted; context dependent and radically open; systems
behaviors emerge adaptively in response to interactions and
change; and change is dynamic and non-linear (Preiser et al.
2018). Furthermore, to acknowledge complex adaptive sys-
tems is to recognize that complex problems are intractable
and cannot be solved once and for all (Poli 2013); accept
that there are inherent limitations to predictability, control-
lability, and manageability (Dunn et al. 2017); uncertainty is
irreducible (Wilkinson et al. 2013); once a system crosses a
critical threshold, irreversible regime shifts take place (Gun-
derson et al. 2017); power—law relationships exist and fat-
tail incidents are inevitable (Dahlberg 2015); and, due to
tight interdependencies, failure may rapidly cascade across
loosely coupled connections (Kelly 2015). Since engineer-
ing solutions are always embedded in complex adaptive
systems (Allenby and Sarewitz 2011), it becomes essential
to incorporate the implications of complexity in pursuit of
resilience.
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Fig.1 A conceptual framework differentiates between four domains
of resilience to consider in assessing and enhancing resilience of
essential services produced by socio-technical systems (Van der
Merwe et al. 2018). While critical infrastructure resilience often
emphasizes aspects of the bottom technical resilience quadrants,
considerations from the top can dynamically contribute or actively
detract from resilient essential service delivery amidst disruption and
change. Quadrants on the left and right of the framework are distin-
guished based on the type of problem context and planning paradigm,
respectively, requiring complicated and complex approaches

2.2 Domains of resilience

There is a growing call for a holistic approach to resilience
in critical infrastructure systems (The White House 2013;
Abi-Samra et al. 2014; Aivalioti 2015; Labaka et al. 2015;
Clarke et al. 2016; Pearson et al. 2018; Thomas et al. 2018,
2019). A recent framework for resilient essential services
serve as the basis of assessing and building among respec-
tive domains of resilience, based on a focus on social or
technical resilience as well as on the distinction between
specified and general resilience (Van der Merwe et al.
2018) (Fig. 1). An interdisciplinary approach was applied
to synthesize approaches from different disciplines, com-
bined with experience attempting to apply these princi-
ples in practice, while conducting enterprise resilience
assessments in a national electrical utility. Building the
different types of resilience, specified and general, respec-
tively, utilized complicated and complexity approaches.
While specified resilience supports persistence and return-
ing to a pre-defined equilibrium based on a complicated
paradigm, general resilience enables emergent adaptability
and transformability across multiple equilibria and uti-
lizes a complexity paradigm (Van der Merwe et al. 2018).
In that sense, the framework highlights multiple partial
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perspectives that are required for a holistic consideration
of critical infrastructure resilience.

e Specified technical resilience focuses on robust technical
infrastructure, where specified resilience levels should
be known, and built into components, to ensure that it is
adequate, reliable and secure.

e Specified social resilience focuses on specific skills,
response capabilities, and preparedness, where specified
resilience should be known, and is established, in peo-
ple in the essential service system through processes and
institutions.

e General technical resilience focuses on systems-level
flexibility and adaptability, where the resilience of the
overall system should be understood, and strengthened,
through adaptive technologies and tools that offer sys-
tems-level flexibility to support and enable effective
response in dealing with uncertainty.

e General social resilience focuses on collective human
agency, agility, and volition, where resilience of people
and processes should be understood and established to
withstand unknown hazards.

By blending different resilience domains and alternative
resilience emphasis across the organization, the framework
offers a rich view to assess and build resilience for essen-
tial service delivery. Since the focus of this article is on the
social considerations of critical infrastructure resilience, the
objective in this assessment is to distinguish between the top
left and top right quadrants of Fig. 1.

2.3 Social resilience

Social resilience entails proactive, adaptive, and transform-
ative capacities to navigate change and disruption (Keck
and Sakdapolrak 2013). The community targeted through
this research is employees of a national utility who need to
respond to disruption to safeguard the power system and
“keep the lights on.” Enhancing the social resilience of
employees in essential service organizations may enhance
their ability to navigate between normal business and times
of disruption (Wybo 2008). According to Thomas et al.
(2018) a holistic take on critical infrastructure resilience
includes resilience considerations from subjective interior as
well as objective exterior viewpoints for individuals and the
collective. While literature on critical infrastructure resil-
ience typically views the organization as an inter-objective
system from the collective external perspective, Thomas
et al. (2018) observe that the implications of culture on
resilience is a rare consideration. This article explicitly con-
siders the collective interior perspective of participants by
interrogating the way they made sense of the situation, both
individually and collectively. This viewpoint is of particular
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interest as people’s interpretations strongly influence their
response. Before delving further into specified and general
social resilience, a brief introduction is given of the subjec-
tive constructs of sensemaking and sense of coherence as
an effective sensemaking measure for a resilient outcome.

2.4 Sensemaking for resilience

How people make sense of their surroundings determine
how they respond (Weick et al. 2005; Weick and Sutcliffe
2015). We refer to sensemaking as a human capacity and a
subjective psychological process (Klein et al. 2006; Thomas
et al. 2018), which is different from sensing in the resilience
cycle, described by Park et al. (2013), which refers to an
objective process for collecting intelligence and incorpo-
rating that into an understanding of the system. Individual
sensemaking involves an initial awareness of cues from the
environment (or if it is missed), how these signals are inter-
preted (or misinterpreted), and how individuals enact their
interpretation (Kudesia 2017). Sensemaking is a continuous
process to establish situational awareness, which is espe-
cially crucial under conditions of uncertainty and complex-
ity (VanPatter and Pastor 2016). Effective sensemaking, i.e.,
comprehension in a crisis, from the individual to the collec-
tive, is a prerequisite for effective emergency response (Dek-
ker et al. 2008; Casto 2014). Effective collective sensemak-
ing is, therefore, of particular importance to the resilience
objective to maintain continuity amidst disruption without
loss of critical systems function (Folke et al. 2010; Maitlis
et al. 2013; Kudesia 2017).

Although sensemaking is primarily subconscious, the
quality of collective sensemaking can be enhanced to
improve the outcome through mutual understanding towards
collective action strategies from group norms, shared mental
models, and team reflection (Wolf et al. 2017; Szijarto 2019).
Approaches to enhance resilience through improved effec-
tiveness of individual and collective sensemaking include
Weick and Sutcliffe’s (2001, 2015) mindfulness practices
from high reliability organizations to enhance the safety and
reliability of critical socio-technical functions, and Boyd’s
OODA loop with strategies to improve the speed and effec-
tiveness of the observation, orientation, decision, and action
cycles (Osinga 2005). While these theories describe effec-
tive sensemaking strategies, this study assesses how sense
is made naturalistically.

Organizations perform emergency exercises that simulate
disruption to enhance collective sensemaking and to provide
exposure to rarely used procedures. Exercises can confirm
the validity of response plans and the readiness of formalized
structures to coordinate response and recovery (Wybo 2008).
Emergency simulation exercises are especially important in
the context of low-probability, high-consequence events,
where responders have limited opportunities to learn from
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personal experience to improve their response (Kunreuther
et al. 2014). On the one hand, this exposure builds up the
required intuitive capacity to deal with foreseeable events,
and also allows participants to expand their repertoires as
they engage with complexity, instability, and uncertainty.
Thus, they offer safe-to-fail opportunities to advance col-
lective sensemaking and infuse social resilience into the
organizational fabric.

2.5 Sense of coherence as social resilience measure

A worldview with high levels of sense of coherence (SOC)
gives innate strength to individuals and communities that
is coherent with the demands of the external environment,
and an aptitude for adapting to changing risk contexts (Lind-
strom and Eriksson 2006; Zaidi et al. 2015). SOC is a meas-
ure of general resilience that points towards people’s sub-
jective ability to cope and recover from crisis (Antonovsky
1987b). It reflects an internal viewpoint that affects percep-
tion (i.e., sensemaking) and coping behavior that alleviates
stress (Almedom et al. 2007; Muller and Rothmann 2009;
Eriksson 2016). SOC is core to the salutogenic literature that
focus on people’s health, resources, and well-being (Eriks-
son and Mittelmark 2016). The strength of SOC is influ-
enced by upbringing and shaped by life circumstances, such
as working conditions, and can be improved through inter-
vention (Antonovsky 1987a; Biré et al. 2014). SOC consists
of three interwoven dimensions of comprehensibility, man-
ageability, and meaningfulness (Antonovsky 1987b; Lind-
strom and Eriksson 2006). Meaningfulness, i.e., the ability
to perceive challenges as worthwhile to engage in, is the
strongest subjective contributor to resilience (Antonovsky
1987a; Harrop et al. 2006; Lindstrdom and Eriksson 2006).
SOC has been used to reflect a subjective propensity
for social resilience amidst multiple challenges (Almedom
et al. 2007; Braun-Lewensohn and Sagy 2014). Individual
SOC has measuring scales with high reliability and validity
(Eriksson and Lindstrom 2005). Measurement of collective
SOC has been explored in families, communities, organiza-
tions, and nations (Elfassi et al. 2016). SOC is pertinent to
organizations and often used in workplace assessment as it
can affect the ability of employees to execute key tasks, par-
ticularly under conditions of stress and uncertainty (Muller
and Rothmann 2009; Basiriska et al. 2011; Idan et al. 2013).

2.6 Types of social resilience

An organization’s capacity for resilience arises from a
combination of well-practiced responses and the ingenuity
to deliver creative solutions in novel or surprising contexts
(Lengnick-Hall et al. 2011). These particular responses
arise from specified and general resilience, respectively.
Within essential service organizations, specified social

resilience is the capacity of specified people and pro-
cesses to maintain continuity while withstanding specified
threats, while general social resilience is an emergent and
dynamic capacity to maintain continuity or rapidly restore
service delivery amidst unknown and unforeseen disrup-
tion (represented by the top left and top right quadrants of
Fig. 1). Lee et al. (2013) refer to these respective types of
resilience as first-order and second-order adaptive capaci-
ties. Specified social resilience enables bounce-back abil-
ity and can be built by inculcating well-practiced responses
through adherence to good practice disciplines, whereas
general social resilience is the ability to improvise, even
capitalize, on unexpected challenges and change, which
enables transformability, and which emerges from wide-
ranging subjective, cultural, and educational competencies
(Lengnick-Hall et al. 2011; Van der Merwe et al. 2018).
Fostering general social resilience is therefore a strategy
to survive and thrive amidst uncertainty and complexity.

A consistent distinction is made between the ability
to deal with foreseen and unforeseen situations in the
resilience, sensemaking, and salutogenic bodies of litera-
ture referred to thus far (Table 1). Since this distinction
between foreseen and unforeseen situations, respectively,
points to the need for specified and general resilience,
these multi-disciplinary perspectives shed further light
on the difference between these types of resilience.
Specified and general social resilience resources are built
and strengthened differently (Resilience Alliance 2010;
Sagy 2016) (Table 1). Literature on sensemaking points
out that these different contexts require distinct forms of
organizational sensemaking and fundamentally different
types of organizational coordination of action; while the
salutogenic literature points out different types of social
resources that contribute to strong SOC to prevent these
respective contexts from causing undue stress.

Holling (1986) describes resilience as the science to
deal with surprise. Specified and general social resilience
may assist in dealing with situational and fundamental sur-
prises. Situational surprises arise from startling situations
and are due to frequently occurring intelligence failures
on known phenomena; while fundamental surprises arise
from astonishing situations that are rare, but inevitable,
and are due to profound misunderstandings, inappropriate
mind-sets, or incongruence between perceived and actual
reality (Lanir 1983; Marston 2015; Elgersma 2018). Fun-
damental surprises occur when people were not looking
for or did not recognize warning signs, saw a facade, or
held viewpoints that became obsolete (Elgersma 2018).
Effective response to the latter rest on the ability to rein-
terpret available information, collectively construct trans-
formed understanding, and attain fundamental learning
(Lanir 1983).
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2.7 Specified social resilience resources

Resilience objectives, described as the ability to ‘bounce-
back,” seek to return a system from any deviation towards a
pre-defined equilibrium, or safe-operating envelope (Holling
1996; Pendall et al. 2007). A combination of engineering
standards, best practice, or good practice disciplines may be
employed to strengthen specified components against spec-
ified threats, while reducing uncertainty (Van der Merwe
et al. 2018). In this context, resilience management seeks
to enhance the capabilities of a system to plan and prepare
for, absorb, recover from, and adapt to change (Committee
on Increasing National Resilience to Hazards and Disas-
ters 2012; Linkov and Trump 2019). Specified resilience
applied to the social dimension of an organization would
enable predictable response to a disruptive event. Specified
social resilience resources utilized in this assessment include
adherence to an organizational mandate; technical expertise;
rules and procedures; and response plans to follow. Inherent
limitations of these resources are also highlighted.

e Within an organizational context, a clear organizational
mandate clarifies purpose and provides a focus for col-
lective action in the face of disruption which may con-
tribute to continuity of essential services. Adherence to
this mandate can be used as a legal measure to evaluate
response effectiveness in post-incident investigations
(Abrams 2015). However, employees need to be assured
that they have permission to act on this mandate.

e Itis also clear that technical expertise is required for indi-
viduals to succeed in their assigned line of duty (Schon
2016), particularly in the face of disruption. Compe-
tence can be verified against good practice guidelines.
However, in periods of deep uncertainty, deep technical
expertise needs to be accompanied by the ability to per-
form reflection-in-action (Schon 2016). Novel solutions
emerge as a result of the interplay between knowing and
doing (Wybo 2008).

e Formal institutions in the organization clarify the rules of
the game (North 1991; Wybo 2008). These include pro-
cedures and protocols that can be drawn upon in times of
crisis. On the other hand, adherence to rules should not
be too strong during periods of deep uncertainty. Instead
of following protocol, employees need to adopt novel
approaches, including positive deviance, to be resilient
(Lindbert and Schneider 2012). However, this requires
healthy levels of agency and self-organization, diversity
of perspectives, and a flow of new information (Mertens
and Recker 2017)

e Preparedness should be established and can be verified
through simulation exercises to evaluate and improve
arrangements (Wybo 2008). Pre-approved response plans
and contingency arrangements formalize preparation and

outline protocols to deal with disruption. Agents need to
(i) know about the various plans; (ii) understand when
to evoke them; and (iii) have the capacity to execute
applicable plans (Herbane 2010). Although plans rarely
match the requirements of deep uncertainty, the plan-
ning process itself establishes shared mental models for
a collective understanding of the big picture. Moreover,
planning fosters collaboration through social network
formation for distributed response capacities (Nickerson
and Sanders 2014).

While specified preparedness is based on well-thought-
out response plans, the context of a disruption is, nonethe-
less, often different to that envisaged. Disasters can dis-
able structures, leaving plans and procedures inappropriate
(Kendra and Wachtendorf 2003). When unforeseen crises
threaten to overwhelm and destabilize organizations, general
resilience becomes essential.

2.8 General social resilience resources

Resilience objectives, described as the ability to ‘bounce-
forward,” seek to enhance the adaptive capacity and trans-
formability of a system across multiple equilibria, while
sustaining core systems functions (Polhill et al. 2016; Dunn
et al. 2017). Change and surprise can be a source of oppor-
tunity, but to seize opportunity, organizations need to enlarge
their capacity for adaptability and transformability. To fos-
ter general social resilience requires a diverse portfolio of
safe-to-fail interventions based on complexity thinking and
resilience thinking (Van der Merwe et al. 2018). Complex-
ity methods to cultivate resilience include creating adap-
tive spaces and engaging with emergence (Holman 2010;
Dickens 2012; Uhl-Bien and Arena 2017). Lengnick-Hall
et al. (2011) highlight cognitive, behavioral, and contextual
capabilities that can be developed through strategic human
resource management. General social resilience resources
are intangible assets which may contribute to a better than
expected outcome (Lengnick-Hall et al. 2011). General
social resilience resources utilized in this assessment include
social networks, individual agency, understanding the big
picture, and the ability to apply new thinking in crisis.

e Social networks are a key source of general social resil-
ience (Moore and Westley 2011). When these networks
are characterized by sufficient levels of mutual trust and
social capital, they enable the flow of resources, ideas,
and people across boundaries (Lengnick-Hall et al. 2011;
Dakos et al. 2015). On the contrary, lack of communica-
tion and cooperation among loosely connected functions
in a system, have been at the root of multiple industrial
accidents (Jackson 2010). Appropriate connectivity pro-
vides invaluable innovation, problem solving, and col-
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laboration capacity in conditions of great uncertainty
(Walker et al. 2006; Nickerson and Sanders 2014). To act
in networks of trust people need to be empowered with
appropriate levels of individual autonomy, which con-
stitutes agency as a vital contributor to social resilience
(Bohle et al. 2009; Naderpajouh et al. 2018). Agency
promotes the distribution of decision-making power in
complex situations (Jones 2011). Employees need a sense
of ownership, influence, and agency to ensure business
continuity amidst the uncertain complexity of disruption
(Feldt et al. 2000).

e Dealing with unexpected disruption requires a shared
vision and understanding of the big picture. Shared men-
tal models serve as an informal institution that constrain
collective action (North 1992). Shared mental models
of the systems context should be established prior to an
incident in order to increase the validity of the under-
standing that informs response. This would establish
common ground that is crucial for collective situational
awareness, distributed cognition, and effective response
(Nofi 2000; Doyle et al. 2015).

e The ability to apply new thinking in a crisis reflects an
innovative and emergent adaptive capacity of learning-
by-doing (Resilience Alliance 2010; Cundill et al. 2015).
“Out-of-the-box” thinking in the heat of the moment
requires deep expertise and the ability to rapidly act on
decisions based on pattern recognition and appropriate
mental models (Doyle et al. 2015; Schon 2016). Highly
tuned experts take years to develop the ability to per-
form “reflection-in-action,” and to respond and lead
in ill-defined situations of extreme pressure. Further-
more, social learning and multi-loop learning is essen-
tial to recover from fundamental surprise, develop new
response capabilities, or open up new opportunities in
crisis (Lanir 1983; Stephenson 2010; Lengnick-Hall et al.
2011; Lee et al. 2013).

3 Method
3.1 Case study

This case study draws on Eskom’s Enterprise Resilience
programme which was initiated in 2013. The objective
was to establish specified resilience capabilities across
the national electricity utility. Wholly owned by the South
African government, Eskom delivers 95% of the electric-
ity consumed in South Africa (Eskom 2018). Initially the
programme utilized quantitative resilience assessments to
monitor and report on progress regarding specified resil-
ience targets; however, assessments of general social resil-
ience were ad hoc. The Eskom Resilience Team wanted
to explore the extent to which general social resilience
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has emerged across the organization and to formatively
identify the resilience capacities to be enhanced. The set
of resilience resources identified for inclusion in this study
were drawn from literature across multiple disciplines, and
narrowed down to a practical set of indicators through iter-
ations of interviews with the utility resilience manager and
exercise coordinator.

A national simulation exercise was selected as the basis
for the assessment owing to the levels of control that can
be employed in exercise design. This study focuses on an
exercise conducted on October 3, 2017 that simulated a
major systems failure after an undetected infiltration of
the IT network 2 months before. On the morning of the
simulated emergency, employees experienced an unfold-
ing simulated scenario of a targeted cyber-attack that
affected mission critical systems. Initially, administrators
of a distribution management system noticed suspicious
activity taking place on the electrical network. Users and
administrators across the organization were blocked from
accessing their systems. Before long, notices popped up
on screens that workstations were encrypted, along with
bitcoin payment details to have it restored. The attack cas-
caded into a national blackout. Although the organization
had to perform a black start and systematically restore
the supply and demand balance across the country, com-
munication failed owing to lack of power that affected
restoration coordination. Unhappy customers broke out
into protest action and vandalism at organizational sites
across the country. This led to damaged infrastructure,
and stakeholders were dissatisfied with subsequent delays
in restoration. The simulated scenario was believable, but
unprecedented in terms of organizational experience and,
thus, characterized by equivocality.

This type of context typically triggers sensemaking, and
requires a combination of both specified and general resil-
ience resources to deal with the disruption. The exercise
required integrated responses across all functional divi-
sions in the organization and provinces across the country,
significantly different from normal business requirements.
The simulation exercise took place at more than 40 venues
across the country and involved the participation of teams
of about 500 employees with operational, tactical, and
strategic oversight roles. The assessment also evaluated
the degree to which people felt that centralized service
functions anticipated their support needs and delivered the
required services. Having all supporting services central-
ized can improve business efficiency and yield global opti-
mization. However, this might introduce single points of
failure that potentially affect all operating divisions requir-
ing those services, as the ability to respond to disruption
necessitates ready access to required resources (Zobel and
Cook 2008; Hollnagel 2009).
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3.2 Data collection

Participation in the emergency exercise was based on pre-
defined roles and responsibilities of employees related to
emergency response structures in the various divisions
across the vertically integrated value chain. Observers were
placed at every location where emergency response struc-
tures had to be activated to monitor response countrywide.
A few days after the exercise, all participants and observ-
ers who signed the exercise attendance registers were elec-
tronically invited to participate in the SenseMaker study
on an anonymous and voluntary consent basis. The invita-
tion pointed to a webpage which prompted them to reflect
and share an observation that stayed with them following
the exercise. Over a period of 1 month, 87 entries were
received—a response rate of 17.4%, leading to a confidence
level of 85% with a 7% margin of error.

Data collection was only initiated a few days after the
exercise to draw on retrospective sensemaking that emanates
from reflection-on-action (Kolko 2010). Reflection-in-action
is characterized by little thinking space and takes place in
the heat of the moment. On the other hand, reflection-on-
action involves recollection and reflection on past events
(Schon 2016). In an unpublished 2015 study, using the
SenseMaker tool during a national exercise in the same util-
ity, reflection-in-action responses yielded a higher response
rate, but responses appeared shallow and optimistic com-
pared to those from reflection-on-action. Allowing partici-
pants to cool down before inviting their participation poses
the risk of fewer participants but can lead to potentially more
thoughtful observations.

3.3 SenseMaker as resilience assessment tool

Methods for social resilience assessments are still emerging
(Lavelle et al. 2015). Approaches employed include assess-
ments of collaboration and adaptive management outcomes
(Plummer and Armitage 2007); adaptive capacity, and the
nature of institutional mechanisms and governance models
(Engle 2011); resilience in containing system and sub sys-
tems; exploration of slow and fast variables and of inter-
dependencies on services and systems (Resilience Alliance
2010); and social network analysis (Omer et al. 2014). All
these approaches require expert exploration and analysis into
specific areas of interest. In contrast, a sensemaking research
approach can reveal patterns in a system relative to signifiers
based on participant perception, without the need for expert
re-interpretation (or potential distortion) (Van der Merwe
et al. 2019).

SenseMaker! is a patented software solution and method
for collective enquiry into the attitudes, perceptions, and
experiences of groups of people. It blends complex adap-
tive systems thinking, psychology, and anthropology (Milne
2015). People’s narratives reflect their individual sensemak-
ing. SenseMaker is a mixed method that supports narrative-
based action research, while analysis of the patterns in
SenseMaker data can reveal nuanced identities, motivations,
and attitudes to support meta-level sensemaking (Deprez
et al. 2012; Van der Merwe et al. 2019). This method can
reveal the “evolutionary potential of the present” which can
be used to nudge the system towards beneficial adjacent pos-
sibilities (Snowden 2011; Mark and Snowden 2017; Van der
Merwe et al. 2019).

SenseMaker has been employed for resilience assess-
ments in contexts such as airline flight operations using
engineering resilience principles (Dijkstra 2013); economic
development and upliftment programmes that establish
capacities for coping, adaptation, and transformation (Will
2016; Gottret 2017); and planned for training people serv-
ing on the frontline using neuroscience and performance
psychology principles (personal Skype conversation with
Dr Ian Snape from Frontline Mind, July 2017).

A SenseMaker instrument consists of a signification
framework designed around core construct, pre-determined
by the researcher and based on the research questions. Par-
ticipants are probed to recall and share a particular situ-
ation they experienced. They are invited to give it a title
and answer questions that identify where their narrative is
positioned relative to the concepts in the signification frame-
work. The inclusion of deliberate ambiguity and neutrality
in the signification framework aims to produce nuanced per-
spectives and invite participants to cognitively engage and
exercise judgement in order to locate their narrative relative
to the signifiers. By interpreting their own micro-narratives
through self-signification, participants provide the primary
qualitative and quantitative data used in subsequent analy-
ses (Deprez et al. 2012). The SenseMaker process involves
greater cognitive load than a survey, thereby enhancing the
depth and accuracy of the responses.

3.4 Instrument design

The web-based instrument consisted of a prompting question
that solicited a short observation from the participants after
the simulation exercise regarding the organization’s ability
to respond to challenges. This was followed by various ques-
tions that asked respondents to signify meaning against their

! SenseMaker® is Software as a Service, available through Cognitive
Edge, of whom Prof David John Snowden is the founder and chief
scientific officer (Cognitive Edge 2018).
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Table 2 Social resilience indicators employed in the assessment

Specified social resilience indicators

General social resilience indicators

- Established preparedness

- Direction from a mandate

- Technical competence

- Guided by rules and procedures
- Response plans to follow

- Sense of coherence

o Ability to make sense of new situations
o Ability to manage in new situations

o Ability to find meaning and purpose

- Strong social networks

e Cooperation within teams

e Coordination with other functional teams

o Centralized service functions anticipate support needs and deliver services
- An understanding of the big picture

- Permission to act

- Ability to apply new thinking in crisis

observation relative to resilience resources incorporated into
the signification framework. The resilience resources uti-
lized as indicators in the signification framework are sum-
marized in Table 2.

The signification framework was designed to capture the
aspects in Table 3, using triads, dyads, stones, and multi-
ple-choice questions. Triads invite participants to indicate
relative weight among three equally balanced concepts
(Deprez et al. 2012). Balanced concepts reduce incidences
of response bias—as there are no right or wrong answers. In
the center of the triangle, concepts have equal weight, while
the closer to a corner the heavier that concept relative to the
other corners (Refer to Table 3 aspect 2 to see how triads
were employed). The three results returned by the instrument
for the three corners will always add to 100; thus, values
from a triad are constrained among three variables. Triads
were used to establish behavioral patterns across the system
by asking participants to indicate the relative strength of
specified vs general resilience indicators employed in their
observation.

Dyads are used to establish a distribution pattern around
Aristotle’s ‘golden mean’ relative to polarities of extreme
absence and excess. It is used to test the effect of modula-
tors, disguised hypotheses, or levels of perceptions (Deprez
et al. 2012; Guijt 2012). The result range is from 0 to 100.
Perceptions about the effort that people felt they put into
preparation, and levels of SOC as a resilience modulator,
were measured using dyads (aspects 3 and 6 from Table 3
employed dyads.) Standard SOC scale instruments include
those adapted for large population surveys based on only
three questions (Lundberg and Peck 1995; Schumann et al.
2003). A novel approach in this exercise was to employ three
dyads as an indication of SOC, not the standard Likert-based
surveys.

Stones represent named markers that are placed inside
a canvas, where space has associated meaning based on
the named axes. The relative location of the stones to one
another reveals the participant judgement. The result for
each stone returned by the instrument consists of a set of
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Cartesian coordinates each ranging from 0 to 100. (Aspect
4 from Table 3 employed stones.) Triads are abductive and
descriptive, while dyads and stones are inductive and evalu-
ative (Guijt 2012). Stones were used to establish perceived
levels of support and service participants enjoyed from
centralized service functions in the organization during the
execution of the exercise.

Multiple-choice questions are used to collect demo-
graphic data and allow for the visualization of patterns
within the data. Demographic data were used to understand
the function and role of participants in the exercise and
the organization. In this example, analyses can distinguish
between reported emotion; perceived preparedness; and for
how long respondents will remember the incident. (Aspects
1 and 5 from Table 3 employed multiple-choice questions.)
(Refer to Fig. 4 in Results section.)

While Antonovsky (1993) motivates the usefulness of
SOC in dealing with complexity and conflict, his SOC scale
equates comprehension with predictability—a correlation
criticized by Flensborg-Madsen, Ventegodt, and Merrick
(Flensborg-Madsen et al. 2005) as being too narrow an inter-
pretation to do justice to complexity. Since we recognize
the value of SOC as a resilience measure, and resilience is
required to deal with complexity (Plummer and Armitage
2007; Folke 2016), we operationalize SOC’s comprehensi-
bility dimension as the ability to make sense amidst uncer-
tainty, in line with Lengnick-Hall et al. (2011) decisiveness
despite uncertainty.

3.5 Analysis

Analyses were performed using SenseMaker Explorer
version 2.5, the online SenseMaker Analyst, and Micro-
soft Excel 2010. The quantification between specified
and general resilience resources was derived from the
participants’ interpretation of the relative utilization of
respective resources to the emergency response. The
resilience assessment was based on systems-level usage
patterns of participants’ reliance upon specified versus
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Table 3 Aspects evaluated by the instrument and an illustration of what the signifiers looked like to participants on the web page

Aspect to evaluate

Signifiers utilized in the instrument design

1. Participants’ response

Think back to an experience in the exercise that either: (choose one)

e scared you, OR

e gave you hope regarding Eskom’s ability to respond to challenges.

Briefly describe what happened:

If your entry above had a news headline what would it say?

How long will you remember this observation for?
e  Trivial, will forget soon e Foralong time

e For some time e For a lifetime

2. Specified or general resilience
resources participants
employed during their

response.

Drag the ball in each triangle to a position that best describes the experience shared.

The closer the ball to any one corner, the stronger that quality is in the context of the

experience.
Triad 1:
In your observation the quality of response was influenced
by...
Established plans
’
Not
applicable
Cooperation Integration
within your team with other teams
Triad 2:
In your observation people were led by...
Applying new thinking
’
Not
applicable
Their mandate Rules &
procedures
Triad 3:
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Table 3 (continued)

Aspect to evaluate Signifiers utilized in the instrument design

Peoples’ sense of empowerment was impacted by...

Technical competence

A\
/I\
VAR ’ 4
y i \ ot
/ | \ applicable L
/ ! \
/.
VN
/ t \
. \
/ . \
\
/ \
/ \
/ A\
£ Y
Permission Understanding
to act the big picture
3. Views on levels of This observation shows that Eskom’s preparedness to deal with an incident is like ...

. Not
preparedness in the | { ] | Avplicab
organization to effectlve]y We haven't lifted We haven't left a single

a finger stone unturned

deal with the scenario

encountered.

4. Indicators for: the strength of | Aspects from Triad 1, as well as this stone tool:

social networks: cooperation
Based on your observation, place these functions on the color canvas based on the
within teams; coordination
actual service and support you received from them on that day. Leave out the ones
with teams from other areas; . . . .
you did not need, or tick N/A if you did not need any of them.
and connectedness among

functional areas that need to Perfectly anticipated

. support needs
effectively cooperate to oP

respond to large scale
e  Commercial

emergencies. ki >
e  Human Resources 8 § g
e Information Technology % E %
e Real Estate 2 é g
e  Security 2
e  Telecommunications
e N/A No support
5. Participants’ perceptions of If this scenario was real you foresee it could have resulted in:
challenges in the exercise. (Choose the top 3 that apply to this situation)
e Total confusion e  Complete disintegration
e Successful recovery e  Eskom seizing opportunities and
e  Site shut down thriving
e  Survival of Eskom e Collapse of Eskom
e Loss of governance e Don’t know
e Survival of SA e Endof SA
6. Sense of coherence as To give us a glimpse on the overall manner in which you deal with tension and
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Table 3 (continued)

Aspect to evaluate

Signifiers utilized in the instrument design

Participants’ assessment of
how they normally cope with | these sliders:

stress and disruption

stressful situations, please indicate your general approach to life’s challenges along

You have what it takes, or know where to get what you need, to manage situations

Not

as worthwhile

| [/\) Applicable
Always R Never
You feel that you are in an unfamiliar situation, can't make sense of it, and don't know what to do

Not
| [/_\) | Applicable
Always p Never

You have the motivation to make a difference to situations, and can see the meaning of your contribution

Not
Applicable

7\

]

Always

]
p— Never

Table4 Among the triad-derived resilience indicators (color coded from lowest value in red to highest in green) specified social resilience
resource was, on average, drawn upon more readily than general social resilience resource during response to the simulation exercise

Specified Social Resilience resources General Social Resilience resources
Guided by rules & procedures | 33.8 | An understanding of the big picture 31.9
Technical competence 28.8 | Cooperation within teams 28.4
Response plans to follow 22.7 | Coordination with other functional teams =~ 20.7
Direction from a mandate 22.3 | The ability to apply new thinking 17.5
Permission to act 16.8
26.9 23.1

general social resilience resources. Patterns across the
library of micro-narratives were visualized graphically,
while patterns across the signified indicators were tested
statistically using T-tests. A geometric mean was used
to determine central tendency of the data to equalize the
ranges among widely different values (DeLong 2016).

4 Results

The results from the SenseMaker survey provides insight
into the reliance on specified vs general social resilience
resources by employees at Eskom during an emergency,
and the effect of a SOC on participants’ responses.

4.1 Reliance on specified versus general social
resilience resources

The results show that participants utilized specified social
resilience resources more than general resilience resources
(Table 4). At the same time, there was greater variability
in the use of different general resilience resources than in
specified social resilience resources. With regard to general
social resilience capacities, understanding the big picture
was strongest, while permission to act straggled behind all
other indicators. Among the specified resilience capacities,
adhering to rules and procedures came out strongest, espe-
cially among participants working at local sites, for example
power station operations, at the expense of direction from
a mandate.
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High

Strength of Resilience Resources

Low

Established plans
Permission to act

Cooperation within your team
Integration with other teams

The quality of response was influenced
by...

Technical competence

Peoples’ sense of empowerment was
impacted by...

Their mandate
Applying new thinking
Rules & procedures

Understanding the big picture

People were led by...

Fig.2 Data points for all triad variables were joined within and
across the three triads (each triad is delineated in a box) to highlight
distribution patterns and clustering of the relative weights assigned by
participants for the respective resilience resources. The lighter color
lines at the bottom reflect resources indicated as low contributors, up

A comparison of ranked triad values shows usage pattern
clusters, and distribution between low and high strength of
the different resilience indicators, grouped into the three tri-
ads (Fig. 2). While resources such as rules & procedures and
cooperation within your team have a good spread, results for
permission to act were bunched together very low. A mere
8% reported that having permission to act contributed to the
quality of response, and the 75th percentile of permission to
act is below the mean of all the other indicators. Integration
with other teams and the capacity to apply new thinking was
poor. Although the central tendency for being led by rules
and procedures was ranked highest among all variables, its
distribution pattern is both irregular and widest: between
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to the darkest lines indicated as strongest contributors in response to
triads. The solid black line represents the geometric mean, and the
dotted black lines connect the 25th and 75th percentile for each vari-
able

the 25th and 75th percentile. Indicators reflecting strength
of social networks, in descending order, were reported as
follows: (i) service functions could anticipate the support
they needed to provide; (ii) service functions delivered the
services required of them; (iii) cooperation within teams;
and (iv) coordination with other teams.

4.2 Effect of sense of coherence on response

Levels of preparedness (specified social resilience indica-
tor) and SOC levels (general social resilience indicators)
were derived from dyads and only had an indirect effect
on the exercise, as preparedness was achieved beforehand,
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Table 5 Dyad results show levels of sense of coherence was rated
much higher than the effort invested to establish preparedness

General social resilience
resources

Specified social resilience
resources

Established prepar-  55.4 Comprehensibility 74.9
edness

Manageability 73.7

Meaningfulness 71.5

55.4 75.4

and sense of coherence refers to a general tendency, rather
than specifically, on the day. Respondents rated the three
SOC dyads much higher than the contribution from effort
invested to establish preparedness (Table 5). Purposefulness
was strongest, followed by comprehensibility with manage-
ability lagging just slightly behind. Statistical correlations,
using a T-test at the 0.05 level, showed a significant differ-
ence in the SOC meaningfulness score between those who
were hopeful (x=280.33, n=63, p=0.032) versus those who
were left scared (x=73.59, n=22, p=0.032) by their obser-
vation. Similarly, a significant difference was evident in the
SOC manageability score between those who foresaw that
the country could fail and the economy collapse (x=72.88,
n=28, p=0.034), compared to those who foresaw the country
would survive (x =80, n=26, p=0.034).

No relationship was observed between people’s overall
SOC and their preference for specified or general resilience
resources. Nevertheless, micro-narratives in the empower-
ment triad revealed that the higher their individual SOC
levels, the more people felt empowered to act when they
understood the big picture (Fig. 3). Furthermore, the hand-
ful (8%) of respondents empowered to act, had SOC levels
on the 75th percentile. People with a healthy SOC were led
by their mandate and adhered to rules and procedures as
opposed to those who applied new thinking in action.

Juxtaposing views of preparedness along the horizon-
tal axis and the combined SOC along the vertical (Fig. 4)
revealed that the majority of respondents with a high SOC
prepared well. However, a number of the employees who felt
that the experience scared them professed little preparation
and, hence, lacked emergency response capacity.

5 Discussion

The aim of this study was to assess social resilience within
an essential service organization that delivers electric-
ity. Organizations like these have a duty to establish resil-
ience (Park et al. 2013), as in the case of electricity when
an extended interruption of supply often affects customers
beyond the initial area of impact, as illustrated by remote
customer outages of up to 3 weeks after Superstorm Sandy

Peoples’ sense of empowerment was impacted by...

Technical competence

Permission
to act

Understanding
the big picture

Fig. 3 In this triad, participants were asked to consider the contribu-
tors to a sense of empowerment based on their observations. They
indicated a position that correlates with the relative strength of the
three constructs. The overall pattern illustrates that few people picked
up on permission to act. Some micro-narratives are shown as each
data point is associated to a micro-narrative along with the results
from the signification framework. Furthermore, the points are color
coded by participants’ levels of sense of coherence from red (low) to
green (high). A color gradient (from orange to green) can be distin-
guished towards the corner of understanding the big picture. It would
appear that participants, increasingly comfortable in their understand-
ing of the big picture, also reported increasing levels of SOC

(Lacey 2014). The assessment was based on an emergency
simulation exercise, which tested response preparedness and
provided an opportunity for assessing resilience resources
relied upon in extreme events. The approach developed in
this study may prove useful for assessing resilience in essen-
tial service systems and other organizations interested in
understanding the balance of specified and general social
resilience resources utilized in response to extreme events.

5.1 Reliance on specified versus general social
resilience resources

As far as could be established, this is the first study that
has attempted to quantify and compare reliance on general
versus specified social resilience resources in a particular
context. Owing to the dynamic nature of systems resil-
ience, there are no agreed upon measures to reduce this
complex notion to numbers (Quinlan et al. 2015). Quan-
titative systems-level resilience measures exist for specific
types of resilience, such as community disaster resilience;
adaptive capacity and resilience planning strategies; engi-
neering resilience of networked infrastructure systems; and
supply chain resilience (Zobel and Cook 2008; Reed et al.
2009; Frazier et al. 2013; Lee et al. 2013). However, the
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Fig.4 Scatter plot of levels of
preparedness relative to levels
of sense of coherence. Data

points are color coded by the
emotion participants felt based
on what they saw: red if scared
and blue if they have hope. The
black dotted line box on the
graph indicates the area between @
the 25th and 75th percentile of

both axes. Micro-narratives are

shown at selected data points

High

67% of the
respondents with
hope are above
the SOC mean

65% of
respondents
left scared are
below the SOC
mean

to illustrate the stories behind (%)
the data 8
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social components of complex systems are not reducible to
resilience metrics (Walker et al. 2004). This study used a
novel sensemaking approach to distill social resilience indi-
cators, indicative of the type of social resilience resources
drawn upon in a particular context. This study shows that,
through the use of SenseMaker as social resilience assess-
ment tool, it is possible to establish usage patterns and pref-
erences between specified and general resilience resources.
This approach prompted participants to interpret the type of
resilience resources enacted in their response. Systems-level
patterns are discernible from aggregation of signifiers; but at
the same time, each data point is linked to a micro-narrative,
which helps illustrate the personal experiences behind the
patterns.

The study recognizes that the equivocality of the sce-
nario in the emergency simulation called for a combination
of social resilience resources to be drawn upon, while the
results suggest that participants relied more on specified
social resilience resources than general social resilience
resources (Table 4). Weick et al. (1999) advocate that organi-
zations deliberately create and maintain multiple modes of
paradoxical response and decision-making capacities to
contribute to problem solving. Although specified resilience
competencies are easier to establish than those of general
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We haven’t left a

Preparedness .
P single stone unturned

resilience, they may have limited usefulness in confront-
ing the unknowns of extreme events. Reliance on specified
resilience resources possibly led to the underutilization of
general resilience resource, which may have been more
appropriate in dealing with the equivocality of this scenario.

It is essential that an organization has the flexibility to
shift between the two sensemaking modes identified by
Weick (1995) to enable utilization of the different types of
resilience. Despite strong levels of fechnical competence,
respondents were unable to innovate by applying new think-
ing to the crisis. This appears to be due to a perception of
not having permission to act with self-determination. This
view is known to erode individual agency and impact organi-
zational response in the heat of an emergency (Bohle et al.
2009; Brown and Westaway 2011). A commitment to “do
something” in crisis hinges on intuition established on deep
expertise; the ability to perform reflection-in-action; and,
notably, agency to act despite uncertainty (Wybo 2008;
Lengnick-Hall et al. 2011; Schon 2016). A perception of not
having permission to act, results in a crisis of confidence that
compromises the mind and erodes cognitive performance
(Mullainathan and Shafir 2013; Schon 2016). Reflection-in-
action is produced when technical expertise is accompanied
with the required levels of confidence. This may lead to vital
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creativity and novel solutions in uncertain and complex situ-
ations (Schon 2016).

A strong preference for compliance to rules and proce-
dures often accompanies a perception of not having permis-
sion to act (Table 4). This suggests that employees prefer
to play safe and by the book, rather than trying something
novel and being reprimanded for stepping out of line. Reli-
ance on established structures indicates an organizational
response that is expected of routine situations, but may be
inadequate to contingent situations (Bakken and Hernes
2010) (Table 1). Strong institutional rules result in habitual
responses that lack deliberate intent (Fleetwood 2008). This
situation can be described as “lock-in” as it stifles adapt-
ability and effective responses to complexity (Uhl-Bien and
Arena 2017). Unfortunately, rote rule following, especially
in periods of crisis and uncertainty, causes inflexibility and
may contribute to unsafe outcomes (Dekker 2015). In crisis
situations, rules and procedures might need to be broken to
prevent cascading failure (Wilkinson 2006). Empowering
leadership may even encourage positive deviance in certain
contexts, which contributes to improving performance and
achieving goals on an ongoing basis (Mertens and Recker
2017). Yet, given the current results, expecting this level of
agility from Eskom, may require institutional transformation
(Fleetwood 2008).

Established preparedness and pre-approved plans may be
nullified when the reality of an incident invalidates planning
assumptions. Respondents in the study realized that stand-
ard procedures were inadequate for the challenges of the
scenario; yet, they failed to take direction from their man-
date to self-organize. Adaptive action that results from the
ability to self-organize is a crucial resilience enabler (Bohle
et al. 2009; Brown and Westaway 2011; Zolli and Healy
2012). Employees, especially those involved in operations
at local sites, need to be encouraged and empowered to act
on their mandate when the confusion of a crisis nullifies
pre-approved plans.

The response in the exercise scenario seems to lack
quality integration across functions, as there were poor
cross-functional coordination and service delivery. When
a complex system undergoes large-scale disruption, the
effectiveness of social response is related to strong social
networks (Nickerson and Sanders 2014). During extreme
events, response teams need to maintain a shared under-
standing of the big picture and to be dynamically in step
with the unfolding situation to enable a flow of resources,
ideas, and people across the social network to match the
demands of the moment (Nofi 2000; Casto 2014). Despite
understanding the big picture, the low levels of integration
with other teams indicated that insight did not lead to action
across the value chain. A similar pattern was revealed in
service delivery, where functions were better at anticipat-
ing the required support than in delivering them. Due to the

functional silos in the organizational structure, connecting
across the value chain is not normal. In fact, this integra-
tion capacity is required to deal with large-scale extreme
events and emergency simulations where social networks
enable distributed coordination (Militello et al. 2007; Uhl-
Bien and Arena 2017). Thus, general resilience may be built
by strengthening individual agency and connectivity across
the value chain.

Institutional structure can erode individual agency, and
participants in the study demonstrated a sense of disem-
powerment and a strong preference for sticking to rules. A
possible contributor to this state of affairs is an institutional
metaphor prevalent in the organization of a safety focus
that combines “zero harm” with “zero tolerance,” where
failure is followed by finding fault and pin-pointing dis-
missible offenses. This mode of justice erodes perceptions
of empowerment, attributed by Himmelstrand and Archer
(2002) to downward causation. However, it is known that
systems-level safety does not improve by blaming those at
the sharp end for failure (Flin et al. 2017; Weber and Dekker
2016). A just culture focuses on empowering people to learn
from failure and emphasizes restorative justice rather than
retributive justice (Dekker 2007; Dekker and Breakey 2016).
Inayatullah (1998, 2005), Milojevi¢ and Inayatullah (2015)
propose that deep and lasting organizational change requires
metaphorical transformation; the critical examination of cur-
rent worldviews, metaphors, and myths in use; and the delib-
erate design of metaphors that align with a desirable future.

The results of this study suggest that valuable general
social resilience resources are underutilized in Eskom at
present, especially the intrapersonal resilience competency
of purposeful agency. However, as the patterns described
are symptomatic of organization-level issues, interventions
aimed at individual-level factors are likely to increase frus-
tration and feelings of powerlessness (Wallerstein 1992).
The organizational culture and sociopolitical context
shapes choices made in the system, and pathways should
be explored to transform the organization’s social context
(North 1991; Mullainathan and Shafir 2013). Leaders that
engage in enhancing resilience are agents of transforma-
tion (Walsh-Dilley and Wolford 2015). Uhl-Bien and Arena
(2017) describe enabling leadership principles and practices
that nurture and fuel the emergence of adaptive responses
in a system.

5.2 Effect of sense of coherence on response

The findings of this study suggest that sense of coherence
(SOC) influences participants’ responses to the emergency
simulation. These results confirmed previous field studies
to assess resilience using SenseMaker in the same organi-
zation, and established results in the literature, that effec-
tive sensemaking in the moment of crisis is necessary for
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a specific resilient outcome (Weick 1988, 2010); and that
sense of coherence is a measure that predicts a general
resilient outcome (Antonovsky 1987a, b).

While the SenseMaker signification framework was
used to reflect responses on the day of the exercise,
the SOC indicators were used to reflect general stress
responses. Participants with a high SOC were prepared to
face the scenario. Moreover, they foresaw success in the
outcome and felt hopeful about the future. The few indi-
viduals who were confident about their permission to act
had a high SOC score; and just as their understanding of
the big picture increased, so did their SOC levels (Fig. 3).
This confirms the literature that SOC levels affect percep-
tion and event assessment and are an incentive to action
in the face of difficult tasks and assignments (Basiriska
et al. 2011). Besides, high SOC levels enable individuals
to cope with difficulty and to effectively use mental models
and competences (Harrop et al. 2006). On the other hand,
those with low SOC scores were not prepared and scared
by the experience. This is consistent with the literature that
shows that low SOC levels expose people to detrimental
work-related patterns of behavior, stress, and professional
burn-out (Antonovsky 1987a; Basiniska et al. 2011).

Although the relative use of specified social resilience
resources dominated among the triads, the high levels of
individual sense of coherence from the dyads suggest the
latter may contribute substantially to the levels of social
resilience in the organization (Tables 4 and 5). Thus, emer-
gency response role allocation should consider individual
SOC, and collective SOC should be cultivated throughout
the organization. This proposal aligns with past studies in
essential service organizations conducted among nurses
and social workers which aimed to carry out intervention
strategies to advance individual and collective SOC. The
researchers recognized that workers with a high SOC were
able to muster adequate resources to adapt in the face of
insurmountable problems amidst difficult working condi-
tions (Basinska et al. 2011; Idan et al. 2013). In light of
this research, we propose future research on cultivation of
a collective SOC rather than individual-level interventions.

The SenseMaker results of this study showed that pur-
posefulness is the strongest of the SOC resources. More-
over, purposefulness is tightly interwoven with agency,
values, and responsibility (Tappolet 2016). Thus, com-
mitment to shared values is key to resilience leadership
and impacts attitudes and motivation in the organization
(Duman 2017). We suggest cultivating purposefulness
as a catalyst to stimulate the emergence of general social
resilience within this organization. But, this intervention
requires enhancing the levels of empowerment that is
essential to an individual’s sense of meaningfulness (Feldt
et al. 2000).
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5.3 Limitations of the study

The results of this study focus on the initial response to a
ubiquitous emergency simulation and should be seen in the
light of the confusion and inherent uncertainty of the first
few hours of a large-scale emergency (Correia et al. 2017).
By implication, the findings from this assessment cannot be
extrapolated to indicate overall incident response, which in
reality may last multiple days or weeks. Furthermore, due
to the small number of collected narratives, the results of
this study cannot be generalized. As the magnitude of an
incident determines response, the results cannot be extrapo-
lated to smaller-scale incidents, where a clearer operational
mandate and stronger local social networks is likely to reflect
as increased agency. Also, this assessment reflects a single
snapshot as it was performed on a 1-day exercise. Valuable
insight may be gained in monitoring change in sensemaking
and meaning-making over time during multi-day exercises
or even multi-day response to real emergencies, through
ongoing narrative capture. Daily incident debriefing ses-
sions may provide such an opportunity where responders
can be prompted to reflect on and share an observation from
the day.

Collective sensemaking is considered by Deprez et al.
(2012) as the crux of the SenseMaker method, i.e., when
patterns in the data are taken back to participants or shown
to members from the community, to ask them what they see
in the data and, especially, to ask them what is informing
those patterns. Although SenseMaker analyses use statistics
and visualization to bring patterns to light, the data remain
subjective in nature. For this reason, Goertz and Mahoney
(2012) warn that these patterns or propositions are indicative
at best, and should be verified. However, reported results
were not subjected to verification among members of the
participant community, to not influence the compilation
of the normal exercise report required as part of Eskom
procedures.

There is little clarity regarding how much of a particular
resource type is enough to ensure a resilient outcome. As
much as resilience cannot be measured in absolute terms,
there are no levels at which resilience is adequate to all chal-
lenges. Thus, opinions on relative quantities of different
types of resilience resources required will remain subjec-
tive and open to debate.

5.4 Future research directions

This study highlights the need to find effective organiza-
tional resilience-building programmes in essential service
providers. A better understanding is required of the tandem
contribution from specified and general resilience capabili-
ties towards a more resilient outcome, especially for emer-
gency response to major incidents. Building social resilience
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is a complex problem that cannot be ‘solved’ and requires
ongoing commitment to adaptive, reflexive, and emergent
approaches (Dunn et al. 2017). More work is required to
understand how collective SOC influences organizational
sensemaking and response to disruption and ongoing
change. This could emerge from application to more exer-
cises and post-incident assessments after actual events.

6 Conclusion

This article makes a novel contribution to assessing social
resilience by separating and quantifying the specified and
general social resilience resources drawn upon in an essen-
tial service organization. The assessment was based on
narrative-based sensemaking of a large-scale emergency
simulation exercise. Sensemaking is a promising approach
to uncover emergent patterns from micro-narratives that
underlie people’s experiences, preferences, and cognitive
biases. The approach would be repeatable in any organiza-
tion, or large-scale response, by selecting resilience indica-
tors relevant to the context. Thus, sensemaking may lead to
insights that organizational leaders can use to understand the
composition of these types of resilience resource utilized in
organizational response to an extreme event and to adap-
tively stimulate latent resilience capacities.

The study linked a resilient outcome under conditions of
equivocality, with effective sensemaking at the individual-
and organizational level and utilized sense of coherence
(SOC), which reflects aspects of resilience and sensemaking,
as a measure of general social resilience. The results of the
study suggest a correlation between SOC and a resilient dis-
position in response to extreme events, which is worth fur-
ther exploration. Further research is also required to under-
stand how to effectively enhance SOC at an organizational
level. Moreover, this study underscored that cultivating a
strong SOC appears to be a crucial enabler to enhance social
resilience. We suggest that essential service organizations
can increase their resilience by promoting a sense of mean-
ing and purpose in employee contribution by highlighting
the value of the lifeline services that they provide to com-
munities and the economy.

The people embedded in the socio-technical system con-
tribute inherent strengths and vulnerabilities to how the
system behaves and evolves. A defining difference between
these types of resilience capabilities is that specified resil-
ience can be built top-down through formalized mechanisms
to increase managerial control over periods of deviation,
while general resilience can be cultivated to grow organi-
cally from cultural ingredients such as shared purpose,
agency, and mutual trust, but bottom-up emergence con-
tribute to novelty. Organizations who seek to build both
capabilities need to know when to let go of control and

predictability in order to embrace the opportunity in nov-
elty and ambiguity. Such ambidexterity may be contrary to
current organizational norms, but is increasingly essential to
navigate unforeseen surprises from change and disruption.
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